NEAATOrAM O6 MH®OPMALIMOHHOW BE3OMNACHOCTM
Koraa peub 3axoant o6 uHdbDOpMaunmoHHOM 6e30nacHoOCTM, O06bIYHO Mbl Ha4yMHaEM
AyMaTb O KOMMblOTEpPAX, CETSAX, MHTEpHeTe K xakepax. Ho ans obpasoBaTesibHOM cpeapbl
npobnemMa CTOWUT WMpe: B OrpaxAeHuMW ydalwerocs oT MHMOpMaunM, KOTopasi MOXET
HEraTMBHO MOB/UATL Ha ero ¢opMMpoBaHMeE W pas3BuUTME, TO €CTb O nponaraHae
pas3fM4yHOM HanpaBfEHHOCTMW.

MoHaTMe nHpopMaumMoHHoOn 6e30nNacHOCTH
Moa mHdopMauUMOHHON 6€30MaCHOCTbI0 MOHMMAETCA 3alUMLEHHOCTb MH(OPMaLMOHHOM
CUCTEMbl OT C/Iy4alHOro WaM npegHaMepeHHOro BMellaTenbCTBa, HaHocsAwero yuwepb
BflagenbLuaM Mnm nonb3oBaTensm MHhopMaunm.
Ha npakTuke BaXXHENLWnNMKN ABASIOTCA TpM acnekTa nHdhopMaumMoHHOn 6e3onacHoCTu:
e [JOCTYNHOCTb (BO3MOXHOCTb 3a pa3yMHOe BpeMs nonyunutb Tpebyemyto
MHPOPMALMOHHYIO YCIYrY);

e LENOCTHOCTb (aKTyaJlbHOCTb W HEMpPOTMBOPEYMBOCTb WHpOpMauun, ee

3alMLWEHHOCTb OT pa3pyLleHNs N HECAHKLIMOHNPOBAHHOIO U3MEHEeHNS);

e KOH(MMAEHUMANbHOCTb (3aWmnTa OT HECAHKLIMOHMPOBAHHOIO NMPOYTEHMNS).
HapyweHus AOCTYNHOCTU, LENOCTHOCTM U KOHMUAEHUMANbHOCTM MHdOpMaumm MoryTt
ObiTb BbI3BaHbl Pa3fIMYHbIMM  OMACHbIMW  BO3AEACTBUSMW Ha MHGMOPMALMNOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(popMaLMOHHOW 6e30nacHOCTH

CoBpeMeHHass WH@OpPMaLMOHHAsA CUCTEMA MNPEeACTaBNAEeT COOO0N CNOXHYK CUCTEMY,
COCTOSILLYD M3 60/bLIOr0 4uc/la KOMMOHEHTOB pa3/IMYHOM CTEMEHUM aBTOHOMHOCTH,
KOTOpble CBSi3aHbl Mexay coboil n obMmeHmBatloTCA AaHHbIMU. [paKTUYECKM KaXkabli
KOMMOHEHT MOXET MOABEPrHyTbCS BHELWHEMY BO3AENCTBUIO WAW BbIATU U3 CTPOS.
KoMMNOHEeHTbl aBTOMATM3MPOBAHHOMW MHMOPMALMOHHOM CUCTEMblI MOXHO pa3buTb Ha
cneaywouwme rpynnbi:

AnnapartHblie cpeAcTBa. OTO KOMMNbKTEPbI UM MX COCTaBHble 4acTu (Npoueccopsl,

MOHWUTOPbI, TEPMUHanNbl, NepudepUiiHbie YCTPOWCTBA - TMPUHTEPbI, KOHTPOJNEPSI,
kabenu, NMHWUKU CBSA3N N T.4.);
MNMporpammHoe ob6ecneyeHue. D10 MNpuobpeTeHHble  MNporpaMmMbl,  UCXOAHbIE,

06beKTHbIe, 3arpy304yHble MOAYJIM; OMepaunOHHbIE CUCTEMbI U CUCTEMHbIE MPOrpamMMbl
(KoMNUNATOPbI, KOMMOHOBLUWKA U Ap.), YTUINTbI, AMAarHOCTUYECKME NPOrpamMMbl 1 T.4.;
AdaHHble, XpaHMble BpPEMEHHO W TMOCTOSIHHO, Ha Auckax, &nsWwKax, nedyaTHble,
apXUBbl, CUCTEMHbIE XYPHanbl U T.A.;

MNMepcoHasn. MNMonb3oBaTenun, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpaMMUCTbI U Ap.
OnacHble BO3AENCTBUS HA KOMMbIOTEPHYD WHAOPMALMOHHYKD CUCTEMY  MOXHO
noApasfAennTb Ha CnydYanHble U npeaHaMepeHHble. AHanu3 onbiTa NPOEKTUPOBaHUS,
M3roTOBJIEHUS W 3KcnnyaTtaumm MHMOPMAUMOHHBbIX CUCTEM  MOKa3blBAET, 4TO
MHpopMaums NoABepraeTcs pasfiIMYHbIM CNy4YanHbIM BO3JAENCTBMSAM Ha BCeEX 3Tanax
LMK@ XU3HU cuCTeMbl. MpUUYMHaAMM CnydYyanHbIX BO3AENCTBMA NpU 3KCMTyataunm MOryT
ObITb:

e QaBapuWMHble CUTyauMn U3-3a CTUXUKHBbIX 6eACTBUI U OTK/IOYEHUN

3M1eKTPONUTaHUSA;

e OTKasbl U cboM annapaTypsbl;

e o0oWKMBKKM B NporpaMMHOM obecnedyeHunu;

e owunbkm B paboTe nepcoHana;

e OMEXU B JINHNAX CBA3M U3-3a BO3AENCTBUNA BHELLHEN Cpeabl.
MpeaHamepeHHble BO3AENCTBUS — 3TO LENeHanpaB/ieHHble OENCTBUS Hapywutens. B
KauyecTBE HapyLUUTENs MOFYT BbICTYNaTb CAYXallUWn, NOCETUTENb, KOHKYPEHT, HAEMHMUK.
[JencTtBus HapywmnTens MoryT 6biTb 06ycnoBieHbl pa3HbIMM MOTUBaMMU:

e HeaOoBONbCTBOM CNyXallero CBOEn Kapbepow;

e B3STKOMN;

Nto060NbITCTBOM;
KOHKYpeHTHOW 60opbbon;
CTpeM/IEHWEM CaMOYyTBepPAUTbLCS Nt060M LEeHON.



MO>HO COCTaBWUTb FMMNOTETUYECKYIO MOAENb MOTEHUNANIBHOINO HapyLWUTENs:
e KBaNUUKaLMA HapyLMTeNns Ha ypoBHe pa3paboTumka AAaHHOW CUCTEMbI;
e HapywuTenem MoxeT O6blTb KaK MOCTOPOHHee MU0, TakK W 3aKOHHbIN
nosb3oBaTeSlb CUCTEMbI;
e HapywuTent usBecTHa MHdopMaums 0 NnpuHUMNax paboTbl CUCTEMDI;
e HapywwuTenb BblbupaeT Hanbonee cnaboe 3BeHO B 3awuuTe.
Hanbonee pacnpocTpaHeHHbIM U MHOroob6pasHbIM BWUAOM KOMMbIOTEPHbLIX HapyLIEHUN
ABNSIETCS HEeCaHKUMOHMPOBAHHbINA AOCTYN. HeCcaHKUMOHUPOBAHHbIN AOCTYMN MCNOMb3YyeT
N6y oWnMbKY B CUMCTEME 3alUNTbl M BO3MOXEH NpW HepaLuMoHanbHOM Bbibope cpeacTs
3aWMTbl, X HEKOPPEKTHON YCTaHOBKE U HacTpouke.
MNpoBeaemM knaccmduKaumio KaHanoB HECaHKUMOHMPOBAHHOIO A0CTyrna, Mo KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHNE, USMEHEHME UIN YHUUTOXEHNE NHDOPpMaLnmn:
Yepes yenoBeKa:
e XWUWEHNE HocUTenem nudopmaunm;
e YyTeHue nHdOopMaUnmM C 3KpaHa UM KnaemaTypsbl;
e YTeHMe MH(OpMaLNM U3 pacrneyvaTKu.
Yepe3 nporpammy:
e repexBaTt Naponen;
e pgewndposka 3awmndpoBaHHON MHMOPpMaLMK;
e KOMUpoBaHue MHPOPMALNM C HOCUTENS.
Yepe3 annaparypy:
e MOAK/OYEHWE  crneuranbHO  pa3paboTaHHbIX  annapaTHbIX  CPEeACTs,
obecneumBaroLwmMx 4OCTYN K nHDOpMaumm;
e nepexBaT NMO6OYHbIX 3M1EKTPOMArHUTHbIX U3NYYEHWUI OT annapaTtypbl, JTUHUNA
CBSI3K, CETEN IMEKTPONUTAHNSA U T.4.
Ocobo cnegyeT OCTaHOBWUTLCS Ha  yrpo3ax, KOTOpbiIM MOryT noaBeprarbcs
KoMnbloTepHble ceTu. OCHOBHas 0ocobeHHOCTb N60ol KOMMbIOTEPHON CETU COCTOUT B
TOM, YTO €e KOMMOHEHTbl pacrnpeneneHbl B NpocTtpaHcTBe. CBA3b MexAay ysfnamu ceTtu
ocyLiecTBnaeTca u3mMyecku C NMOMOLLbID CETEBbIX JIMHMN M NPOrpaMMHO C MOMOLLbIO
MexaHu3Ma coobweHun. [pu  3ToM  ynpasnsawowme cooblweHns W AaHHble,
nepecblslaeMble Mexay Yy3flaMm CceTu, nepenaroTcs B Buae MNaketoB ob6meHa.
KoMnbloTepHble CeTU XapaKTepHbl TeM, 4YTO MpPOTUB HUX MpeanpuHUMaloT Tak
Ha3blBaeMble yAasieHHble aTaku. HapywuTenb MOXET HaxoAuTbCsa 3a TbICAYM
KWIOMETPOB OT aTakyeMoro obbekTta, Mpu 3TOM HanageHWIo MOXET noABepraTbCs He
TONIbKO KOHKPETHbIA KOMMNbKOTEP, HO M WHDOpMauus, nepeparollasics Mo CeTeBbIM
KaHanaM CBS3MU.

O6ecneyeHne nHpopMmaumMoHHOM 6e30NacHOCTHU
dopMupoBaHMe pexmnMma MHGPOPMAUMOHHOM 6e30onacHOCTM — npobreMa KoMmMaekcHas.
Mepbl MO ee peLeHno MOXHO NoapasaennTb Ha NSATb YPOBHEN:
1. 3akoHogarTeIbHbIM . DTO 3aKOHbl, HOPMAaTUBHbIE aKTbl, CTaHAAPTbI U T.M.
HopmaTtueHo-npaBoBas 6a3a onpeaensowas NoOpsSAoK 3aWnTbl MHDOpMaLMn:
2. MopasnbHO-3THYECKNHI. BCEBO3MOXHbIE HOPMbl MOBEAEHUsi, HecobnoaeHue
KOTOPbIX BeAET K NajeHuio NpecTmkKa KOHKPETHOro YenoBeKka Uan Lesion opraHmsaunu.
3. AAMMHUCTpaTMBHbINA. [lelicTBus  oblero  xapakrtepa, npeanpuvHMMaeMble
PYKOBOACTBOM OpraHmsaumun. TakuMm 4OKYMEHTaMn MOryT 6biTb:
e [puMKas pyKoBoAMTENS O Ha3HayYeHWM OTBETCTBEHHOro 3a obecneyeHune
nHdopMauMoHHON 6e30nacHoOCTH;
e [OJIXKHOCTHbIe 06s13aHHOCTU OTBETCTBEHHOro 3a obecneueHune
nHdOopMauMoHHON 6e30nacHoOCTH;
e repeyeHb 3almuaemMbiXx MHOOPMALMOHHBLIX PeCypcoB M 6a3 AaHHbIX;
e VHCTPYKUMIO, OMpeaensiowyo nopsgok npenoctaBneHns MHgopmaumm
CTOPOHHMM OpraHusauMsiM No MX 3amnpocaM, a TakXe Mo npasaM AOCTyna K
Hen COTPYAHWKOB OpraHmM3auunu.
4. duznyeckmmn. MexaHn4yeckmne, 3/1eKTpPo- U 3NEKTPOHHO-MEXaHUUYECKNe NpensaTcTBUS
Ha BO3MOXHbIX MNYTAX NPOHUKHOBEHMS NOTEHUMANbHbIX HapyLUUTENen.



5. AnnapatHo-nporpaMMHbINA (3NEKTPOHHbIE YCTPOMCTBA M CneunasnbHble NporpaMMbl
3alnTbl MHPOpMaLMK).
MpuHATLIE MepPbI NO co3aaHunto 6e3onacHo MHMOPMALMOHHOW CUCTEMbI B LUKOSE:
e O6ecneveHa 3awWwuMTa KOMMbIOTEPOB OT BHEWHWUX HECAHKLMOHWPOBAHHbIX
BO3AENCTBUIN (KOMMbIOTEPHbIE BMPYChI, lorndeckme 60Mbbl, aTakn Xakepos U
T.4.)
e YCTaHOB/IEH CTPOrMiA KOHTPO/SIb 3@ 3NEKTPOHHOW no4yTon, obecneyeH
MOCTOSIHHbI KOHTPOJb 3@ BXOASLEN N NCXoasilen KoppecnoHAEHUWENR.
e YCTaHOBJIeHbl COOTBETCTBYHOLWLME Naposin Ha nepcoHasnbHble K.
e Wcnonb3oBaHbl KOHTEHT-PUABTPLI, AN9 @UIbTpauunM CanuToB MO  UX
COAEPXKNMOMY.
EonMHas COBOKYMHOCTb BCEX 3TUX Mep, HanpaBneHHbIX Ha MpPOTUMBOAENCTBME Yyrpo3am
6e30nmacHOCTM C UEeNbl CBeAeHUss K MUHMMYMY BO3MOXHOCTM yuepba, obpasytoT
CUCTEMY 3aLUNTbI.
CneunanucTbl, wuMelLWMe OTHOWEHMe K CUCTeMe 3awuTbl AO0JIKHblI  MOSHOCTbIO
npeactaBnsaTb cebe npuHUMNbLI ee (PYHKUMOHMPOBAHUS U B CNy4vyae BO3HUKHOBEHUS
3aTpyAHUTENbHbLIX CUTYaAUMN aAeKBaTHO Ha HMX pearnpoBaTb. [loa 3alUMTON AO0SKHA
HaxoauTbCs BCA cucteMa 06paboTkm nHdopmaumu.
Jlvmua, 3aHmMarowmnecs obecnevyeHneMm MHGOPMaLMOHHON 6€30NacHOCTU, AO/IKHbI HECTU
JINYHYIO OTBETCTBEHHOCTb.
HagexHasa cucTteMa 3alinTbl A4OKHA ObITb MOJHOCTBbIO NPOTECTMPOBAHA M CorslacoBaHa.
3awmnTta ctaHoBuTcsa 6onee acpdhekTMBHON N rMBKON, ecnm oHa AONYyCKaeT U3MEHeHue
CBOMX NapaMeTpoB CO CTOPOHbI aAMUHUCTpaTopa.
B 3akniouveHue cBoero Aoksaga Xotenocb 6bl gaTb HEKOTOpble pekoMeHaauuu no
opraHmsaumu paboTtbl B MIHPOPMALMOHHOM MPOCTPAHCTBE, YTO6bI y6epeub cebs u cBomx
6/1M3KMX OT MHTEPHEeT-NPeCcTyNHUKOB.

PekoMeHaaumm no opraHmsaumm pa6orbl B MHOPMaLMOHHOM NPOCTPAHCTBE
1. Nepepn HavyanoM paboTbl HEO6XOAMMO YeTKO CHOPMYNMPOBaThL LieNlb M BOMPOC MOUCKa
MHdopMaLmu.

2. XenatenbHO BblpaboTaTb ONTMMasnbHbIA AaNrOPUTM MOWUCKa MWHGOPMaUUM B CETU
NHTepHeT, YTo 3HAaYUTENbHO COKPATUT BPEMS U CUSbl, 3aTPaAYe€HHbIE HA NMOUCK.

3. 3apaHee yCTaHOBUTb BpPEMEHHbIn nnuMuT (2-3 4vaca) paboTbl B MHPOPMALNOHHOM
NpocTpaHCcTBe (NPOCMOTP Tenenepeaayun, YteHme, MHTepHeT).

4. Bo BpeMs paboTbl HeobxoamMo penaTtb nepepblB HAa 5-10 MUHYT AN CHATUSA
pn3n4YecKoro HanpsaXKeHNa U 3pUTeNbHON HarpysKu.

5. HeobxoaMMo 3HaTb 3-4 YyMpaxXHEHUs ANS CHATUS 3PUTENbHOro HanpsXXeHus wu
pun3nyeckon yctanocTu.

6. PabotaTb B XOpOLWO MpPOBETPEHHOM MOMELLEHMN, NP ONTMMAsSIbHOM OCBELLEHUUN U B
yao6bHol nose.

7. He ctouT nerkombicneHHO obpawaTtbca CO CcnaM-nuMcbMaMuM U 3axoAuTb Ha
Hebe3onacHble Beb6-canTbl. [N WHTEPHET-NPEeCcTYNHUKOB Bbl CTAHOBUTECb JIErKOM
Aobblyen.

8. Mpu perncrtpaumMn B cCOUMANbHbLIX CETAX, He YyKa3blBanTe CBOW MNepCcoHasbHble
AaHHble, HanpuMep: aapec Win AeHb POXAEHUS.

9. He ucnonb3ynTe B JIOFMHE UM Naposie NepcoHanbHble AaHHbIE.

10. Bce 3TO nMO3BONSET WHTEPHET-NPeCcTynHUKaM MoNy4YmTb JAaHHble A[ocTyna K
aKKayHTaM 3N1eKTPOHHOM NOYTbl, @ TakXke UHdMumMpoBaTb AoMalHme MK ana BKAYEHUS
nx B 60T-ceTb NN ANs NoxuleHmns 6aHKOBCKUX AaHHbIX poanuTenen.

11. Co3pante cob6CTBEHHbIN nMpodunb Ha KomnbikoTepe, 4Tobbl 06e3onacuTtb
MHMOPMaLMIO, XPaHSLLYHOCS Ha HeM.

12. He 3abbiBainTe, 4TO (baKTbl, O KOTOPbIX Bbl y3HaeTe B WHTEpHETe, HYXHO O4YeHb
XOpOLWO MnpoBepuUTb, ecnn BblbyaeTe MCNONb30BaTb MX B CBOEW AoMaliHen paboTe.
Llenecoobpa3Ho CpaBHUTb TpU WUCTOYHMKA MHGOPMaUUK, Npexae YeM pelwnTb, KakuMm
MCTOYHMKAM MOXHO A0BEpPAThb.

13. O gocTtoBepHOCTU MHMOPMALNM, NMOMELLEHHON Ha CAalTe MOXHO CyAuUTb MO CaMOMy
CcanTy, y3HaB 06 aBTopax canTa.



14. Pasmewas uHdopmaumio o0 cebe, cBomMX O6AM3KMX WM 3HAKOMbIX HA CTpaHMUax
coumanbHbIX CeTeln, CnpocuTe npeaBapuTenbHO paspelleHue y Tex, o KoM byaer 3Ta
nHdopmaums.

15. He cneayer pa3sMewaTtbe Ha CTpaHuMuax Beb-canTtoB cBou ddoTorpadmm un
doTorpadummn cBomnx 6AN3KNX N 3HAKOMbIX, 3@ KOTOPbIE BaM NOTOM MOXeT 6bITb CTbIAHO.

16. Cobniogante npasuna 3TMKM npu obweHnn B MIHTepHeTe: rpyboCcTb nposoumpyeT
APYTNX Ha Takoe Xe nosegeHue.

17. Ncnonb3ys B cBoeir paboTe matepwuan, B3ATbIN M3 MHOOPMALIMOHHOIO MUCTOYHMKA
(kHMra, nepuogudeckas nedatb, WHTepHeT), cneayer ykasaTb 3TOT WCTOYHMK
nHdopMaumm nnm caenaTb HaA HEro CCbisiKy, ecnn Matepuan 6bin Bamm nepepaboTaH.



